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Introduction  

Protect your users from malicious websites. 

The SISA Threat Feed provides continuously updated information on known phishing sites, fraudulent online         

banking portals, malware websites, and other malicious domains. The data can be integrated automatically into    

security solutions via API, enabling early detection or prevention of access to harmful websites. Access to the feed   

requires a SISA membership. 

Key use cases at a glance: 

• Detection of known phishing and fraudulent websites 

• Protection against fake online banking portals 

• Continuously updated threat intelligence 

• Easy integration with firewalls, web filters, and SIEM platforms 

• Faster response to emerging cyber threats 

• Support for monitoring and incident response 

• Current reports and indicators related to threats in Switzerland 

• Quick and automated access via API 

Ideal for businesses, public sector organizations, and security providers looking to protect their users and systems 

from online fraud, data theft, and malware. 
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Dashboard «URLs» 

 

• RPZ Response Policy Zone: Set it to true when the reporter has explicitly reviewed the registrable domain 

and concluded that domain-level blocking via RPZ is acceptable. This flag indicates that the reporting 

organization has confirmed that the domain can be blocked at domain level without causing unreasonable 

collateral damage 

o Allowed 

o Not allowed 

• Category (Fixed values) 

o command-control: command and control servers 

o drive-by-infection: sites with drive-by infection code 

o fraud: fraud sites such as crypto or investment scams 

o malware: typical malware sites 

o phishing: classical phishing sites 

• Target: Targeted Service 

o Ricardo, DPD, Twint, Migros… 

• Active: whether the IOC is active. The status is maintained and updated by the reporting organization if  

the activity status changes over time. 

o Active 

o Not Active 
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• Validated 

o unverified: no verification was done and the data may be a false positive 

o machine: the verification was done by an automated process 

o human: the verification was confirmed by a human analyst 

• Reporter: Entity that has reported the entry 

 
Further (Menu) Functions 
Ips: Same as URLs, but designed for IP addresses 

Target: Add and manage targets 

Account: Token management 

 

 

API 
A state-of-the-art API provides fast access to the current feed and allows existing entries to be updated. 

This enables seamless integration and automation of workflows. 

Kontakt info@swiss-internet-security-alliance.ch 
 swiss-isa.ch 
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